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Abstract—Over the years, Rowhammer has been leveraged to
mount a wide range of attacks against system main memory.
While a recent study has revealed that GPU memory is
similarly vulnerable, the security implications remain largely
under-explored. To advance this line of research, we introduce
GeForge, an end-to-end Rowhammer attack that exploits
bit flips induced in GPU memory to achieve system-level
compromise. At its core, GeForge corrupts GPU page tables to
seize control of address translation, enabling arbitrary access
to the entire GPU memory. Moreover, by exploiting a special
mapping feature in the GPU page table, GeForge extends its
reach to directly access host memory.

To make GeForge practical under default system settings,
we develop novel techniques that eliminate restrictive assump-
tions in prior work. Our techniques include a method for
aligning offline-profiled physical address mappings to runtime
GPU allocations and a memory massaging strategy that steers
target GPU page table structures into vulnerable locations via
the stock driver allocator. In addition, we improve the hammer-
ing pattern to trigger many more bit flips than prior work.
With these approaches, we successfully mount GeForge on
widely deployed NVIDIA GPUs, including both workstation-
class and consumer-grade ones. We show that GeForge allows
an attacker to arbitrarily read and modify data across GPU
contexts. More crucially, we demonstrate that GeForge can
help the attacker escalate privileges to root on the host system.

1. Introduction

As DRAM has continuously improved in performance
and density, it has become increasingly vulnerable to an elec-
trical disturbance phenomenon known as Rowhammer [23].
Over the last decade, Rowhammer has been exploited to
mount a wide range of powerful attacks, including privilege
escalation [6, 14, 46, 49], sandbox escapes [3, 9, 11, 15,
46], cryptographic key extraction [2, 26, 43], neural network
degradation [29, 42, 54], and denial-of-service [16, 30, 55].
Despite this extensive body of work, nearly all demonstra-
tions have targeted CPU-side memory systems. The question
of whether Rowhammer can be triggered in GPU memory
has long been unanswered.

Very recently, Lin et al. demonstrated that Rowhammer
can indeed be triggered in modern GPUs with GDDR6 [29].

In their work, they achieved 8 bit flips across four GDDR6
banks on an NVIDIA workstation-class GPU, the RTX
A6000, and they also showcased how to exploit those bit
flips to degrade the performance of neural network models.
While this is the first Rowhammer attack on a GPU, multiple
critical limitations exist.

First, their work assumes that the mapping from GPU
virtual addresses to GDDR6 rows and banks stays fixed if
a large portion of GPU memory is allocated. Although they
verified it in their own setup, we find that several environ-
mental factors can actually shift the starting physical ad-
dress of allocations, thus breaking this assumption. Second,
their memory massaging approach hinges on the use of a
customized GPU memory allocator, whose behavior differs
significantly from the allocator in the NVIDIA driver. There-
fore, under the default setting, their placement control of
victim data will not work. Third, they only succeeded in
flipping a few bits (8 in total across four GDDR6 banks)
and leveraged them solely to disrupt machine learning (ML)
inference. While their attacks are undoubtedly concerning,
they do not establish or attempt to examine the kind of
severe system-level threats that CPU-side Rowhammer ex-
ploits have demonstrated.

Considering the gaps remaining in [29], we aim to fur-
ther this line of research with two objectives. 1 We seek to
exploit the bit flips triggered in GPU memory to mount more
powerful attacks than the model degradation attack presented
in [29]. 2 We want to remove the restrictive assumptions
made in [29] to enable attacks under ordinary runtime condi-
tions. In this paper, we show that both goals can be achieved.

Specifically, we demonstrate that GPU page tables serve
as a high-leverage Rowhammer target. Carefully corrupting
their entries can culminate in full control of GPU address
translation, allowing the attacker to arbitrarily read and write
the entire GPU physical memory. However, we find that the
implications can extend far beyond the GPU itself. Essen-
tially, NVIDIA GPU page tables expose a mapping feature
called the system aperture, which allows the GPU to directly
access host memory. Therefore, an attacker with control over
GPU page tables can craft system aperture mappings to com-
promise data integrity in host memory, ultimately achiev-
ing privilege escalation. Although highly powerful, realizing
such an attack on commodity systems is non-trivial and re-
quires overcoming several technical barriers.

An effective approach to identifying same-bank ad-



dresses of GPU memory is introduced in [29], but it is too
costly (∼4 hours per bank) for use in online attacks. Fortu-
nately, given a specific GPU model, all its cards, regardless
of vendor, have an identical memory organization, and thus
we can perform offline profiling once to recover which physi-
cal locations fall into the same bank and reuse this map there-
after. However, this approach requires determining the phys-
ical addresses of allocated memory at runtime — a challenge
that prior work [29] sidesteps under an assumption we refute
in Section 4. To address this challenge, we propose a page
anchoring technique. The key observation is that NVIDIA
GPUs map physical addresses to L2 cache sets in a highly
non-linear fashion, so each page frame exhibits characteristic
eviction-set patterns for its first few cache lines. Matching
these patterns helps us pinpoint target physical addresses
within allocated GPU memory.

The second problem is that even though the Rowham-
mer vulnerability has been proven to exist in GDDR6, it
appears very hard to trigger with the many-sided hammering
approach presented in [29], which activates each aggressor
row uniformly per refresh interval. Inspired by the study
in [17], we develop a more effective hammering strategy
to overcome this barrier. In essence, rather than confining
hammering patterns to a single refresh interval as in [29],
we let them span multiple intervals; within each pattern, we
tune the order and intensity of row activations to yield a non-
uniform hammering schedule. Using this new approach, we
can induce significantly more bit flips compared with prior
work.

Despite many more bit flips, weaponizing them against
GPU page tables is still far from straightforward: The stock
NVIDIA driver reserves a low-memory region for storing
page tables, around which we cannot allocate aggressor rows
for hammering; accordingly, we must find a way to exhaust
this pool first to force new table structures into areas acces-
sible to us. Even then, we need a precise positioning method
to trick the driver into landing GPU page table structures at
vulnerable locations where bit flips occur. Moreover, random
corruption may not produce a useful outcome, so we should
have a strategy for maximizing the probability of converting
opportunistic bit flips into deterministic control over address
translation. Taking into account these problems, we devise
a memory massaging technique that can effectively deplete
the driver’s original pool and steer page table structures into
chosen locations. The technique pivots on two properties of
CUDA’s Unified Virtual Memory (UVM) — its ability to
carve out large, unbacked swaths of virtual address space
and its support for small page sizes with stride-controllable
instantiation. Additionally, instead of last-level page table
entries, we target entries at an intermediate level, which, as
we show, makes it easier for a single bit flip to give us control
over GPU address translation.

Having overcome these obstacles, we present GeForge,
the first end-to-end Rowhammer attack on GPU page tables.
Prior work triggered bit flips on NVIDIA’s workstation-class
A6000 but reported failures on other GPU models. In our
work, not only do we successfully mount GeForge on the
A6000, but also on a mainstream RTX 3060, the most widely

deployed discrete GPU to date [35], showing its potential
threat to commodity systems at scale. By manipulating GPU
address translation, we launch attacks that breach confiden-
tiality and integrity across GPU contexts. More significantly,
we forge system aperture mappings in corrupted GPU page
tables to access host physical memory, enabling user-to-root
escalation on Linux. To our knowledge, this is the first GPU-
side Rowhammer exploit that achieves host privilege escala-
tion.

The main contributions of this paper are as follows:
• We devise a GPU page anchoring approach that leverages

the non-linearity property of L2 cache addressing to local-
ize target page frames within allocated GPU memory at
runtime.

• We design refresh-synchronized, non-uniform hammering
patterns that induce bit flips in GDDR6 more effectively
than prior work, with which we observe more than 1,100
bit flips on an RTX 3060 and over 200 bit flips on an RTX
A6000.

• We introduce a GPU memory massaging strategy that can
effectively steer page table structures into chosen physical
locations under the default driver settings and can create a
memory layout favorable for exploiting a single bit flip to
gain control over GPU page tables.

• We demonstrate the first end-to-end Rowhammer attack
on GPU page tables, which enables arbitrary memory ac-
cesses across GPU contexts and further achieves host priv-
ilege escalation from an unprivileged user to root.

Availability: The source code of GeForge is available
at https://github.com/stefan1wan/GeForge.

2. Background

2.1. GPU Architecture

GPUs achieve their computational power through mas-
sive parallelism. The basic compute unit in a GPU is the
streaming multiprocessor (SM), which consists of multiple
simple cores. A modern GPU typically contains dozens of
SMs. Each SM organizes and executes threads in groups re-
ferred to as warps. For NVIDIA GPUs, each warp comprises
32 threads. The execution of threads in a warp follows the
single-instruction, multiple-thread (SIMT) model (i.e., they
run in lockstep).

Each SM has its own L1 cache, a portion of which can
be configured as scratchpad memory. All SMs share an L2
cache. In NVIDIA GPUs, the cache line size is 128 B [57].
Beyond the cache hierarchy, GPUs use off-chip memory to
store data.

As with a CPU’s system memory, GPU memory is also
based on DRAM. However, the DRAM used in GPUs is
optimized for high bandwidth at the cost of longer access
latency than its CPU counterpart. Currently, GDDR6 is the
most widely used DRAM type in NVIDIA’s consumer-grade
and workstation-class GPUs. Unlike on the CPU side, where
DRAM chips are assembled into dual in-line memory mod-
ules (DIMMs), GPU DRAM chips are soldered directly on
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the board, and each of them is connected to the GPU through
an individual memory controller. Since these DRAM chips
are distributed around the GPU SoC, the latency of accessing
them is not uniform across chips, a phenomenon referred to
as a NUMA effect [29].

2.2. GPU Address Translation

Similar to the CPU side, GPU memory is virtualized and
managed via paging. Each running GPU program, referred
to as a GPU context, has a multi-level page table. When an
SM generates a virtual address, the GPU memory manage-
ment unit (GMMU) translates it to a physical address by
consulting the corresponding page table. These page tables
are maintained by the GPU driver and are inaccessible to
unprivileged users.
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Figure 1: Address translation for 64 KB pages in Ampere GPUs.

NVIDIA GPUs support multiple page sizes, including
2 MB and 64 KB. By default, 2 MB pages are used for both
GPU code and data. Yet, CUDA’s Unified Virtual Memory
(UVM) feature allows the allocation of 64 KB pages [56].
The page table hierarchy depth may vary depending on the
page size. For example, in NVIDIA Ampere GPUs, a four-
level page table is used for translating 2 MB pages, while a
five-level one is used for 64 KB pages.

Figure 1 illustrates the five-level page table walk for
64 KB pages in Ampere GPUs such as the RTX 3060 and
A6000. In these GPUs, a 49-bit virtual address space is pro-
vided. Given a virtual address, bits [48:47], [46:38], [37:29],
and [28:21] index entries across the four levels of page di-
rectories (PD3, PD2, PD1, and PD0, respectively), while bits
[20:16] index the page table (PT) to identify the page table
entry (PTE) that contains the physical address of the 64 KB
page frame. By contrast, Figure 9 in Appendix A shows the
page table walk for 2 MB pages.

Note that NVIDIA GPU PTEs include an aperture field
that specifies the memory domain of the mapping. When the
aperture is set to “system”, the GMMU treats the 64 KB page
as residing in host memory. In this case, the PTE’s address
field is interpreted as a host physical (DMA) address, and the
GPU services access the page by issuing PCIe transactions
to that address. Such a system aperture is needed for CUDA
features like zero-copy access, in which mapped page-locked
host memory can be directly accessed by the GPU instead of
being copied into local device memory first.

2.3. Rowhammer

CPUs typically use DDR memory (e.g., DDR4) while
GPUs use GDDR memory (e.g., GDDR6); both are types of
DRAM. Each DRAM chip consists of multiple banks, and
each bank can be viewed as a two-dimensional array of cells
organized in rows and columns. Each cell has a capacitor
(and an access transistor). The capacitor is either charged
or uncharged to represent a binary value (the charged state
represents ‘1’ for true-cells and ‘0’ for anti-cells). As the
capacitor gradually leaks charge, cells must be refreshed reg-
ularly to prevent data loss. For example, the refresh period
must not exceed 64 ms for DDR4 and 32 ms for GDDR6.

Each bank also contains a row buffer that can hold the
contents of a single row. To access a cell, the correspond-
ing row must first be activated to load its contents into the
row buffer, after which the access is served from the buffer.
Thus, alternately accessing data in two rows of the same
bank needs to toggle the row buffer contents back and forth,
resulting in repeated activations of these two rows.

In 2014, Kim et al. showed that frequently activating
(“hammering”) a DRAM row can actually accelerate charge
leakage in physically adjacent rows, causing stored bits to
flip — a phenomenon known as Rowhammer [23]. The ham-
mered rows are often called aggressor rows, whereas rows
with flipped bits are usually called victim rows. Hammering
is double-sided when two aggressor rows sandwich a victim
row on both sides, and single-sided when the hammered rows
do not form such a flanking pair. Double-sided hammering is
generally more effective than its single-sided counterpart at
triggering bit flips.

Starting with DDR4, DRAM vendors introduced target
row refresh (TRR) to mitigate Rowhammer. TRR can effec-
tively thwart single-sided and double-sided hammering by
tracking frequently activated rows and proactively refresh-
ing their neighbors. However, TRR implementations can
only track a limited number of aggressor rows. Many-sided
hammering exploits this limitation by spreading activations
across multiple rows within the same bank, exceeding TRR’s
tracking capacity and successfully inducing bit flips [12].
GDDR6 also implements TRR mechanisms, which can still
be bypassed by many-sided hammering [29].

3. Overview

In this section, we first specify the threat model and then
describe the attack workflow of GeForge. The workflow
outlines how GeForge leverages Rowhammer-induced bit
flips to construct attack primitives, with implementation de-
tails provided in subsequent sections.

3.1. Threat Model

We assume an attacker with a non-privileged account on
a system equipped with an NVIDIA GPU running the stock
driver. The attacker can submit CUDA workloads using only
ordinary CUDA APIs, without requiring special privileges or
non-standard drivers. Moreover, when the GPU is otherwise



idle, the attacker can allocate large GPU buffers to occupy a
substantial fraction of physical GPU memory.

We also assume that the GPU operates without ECC.
This is inherently true for most consumer-grade GPUs like
the RTX 3060, as ECC is not supported on them. For GPUs
that do support ECC, like the workstation-class RTX A6000,
ECC is disabled by default unless explicitly enabled.

We introduce two categories of attacks with GeForge:
GPU-local attacks that compromise other concurrent GPU
contexts, and host-directed attacks that achieve system-wide
privilege escalation. While GPU-local attacks are feasible re-
gardless of system configuration, our host compromise attack
requires that the system’s IOMMU is off or not enforcing
isolation between the GPU and host memory. This assump-
tion is actually not unrealistic in practice, as many consumer
desktops and workstations ship with IOMMU disabled by
default for compatibility and performance reasons.

For instance, a large number of Linux systems (including
Ubuntu 22.04 LTS) operate without IOMMU enforcement
by default unless explicitly enabled via kernel parameters. In
fact, even on systems where IOMMU is initially on, users
often disable it to avoid performance overhead or resolve
compatibility issues with certain applications. It is reported
that this configuration, whether disabled by default or subse-
quently disabled by users, remains widespread across com-
modity systems [32, 39].

3.2. Attack Workflow

GeForge proceeds through the following five steps:
1 The attacker performs offline profiling in a controlled

environment to recover the mapping from GPU physical ad-
dresses to GDDR banks and rows for the target GPU model.

2 The attacker allocates a large GPU buffer in the attack
environment and uses our page anchoring technique to locate
a specific page frame within the allocation, which allows the
offline-profiled address map to be applied at runtime.

3 The attacker then performs online memory templating
to identify bit-flip-prone memory locations, along with the
corresponding aggressor rows and hammering patterns.

4 The attacker utilizes our memory massaging strategy
to steer GPU page table structures into vulnerable memory
locations and then performs Rowhammer to corrupt a page
directory entry, redirecting it to a forged page table under the
attacker’s control.

5 With the forged page table in place, the attacker con-
structs attack primitives that enable read and write access to
arbitrary GPU and host physical addresses, which are then
used to carry out end-to-end exploitation.

4. GPU Page Anchoring

As a prerequisite for GeForge, we must identify GPU
memory addresses that fall in the same GDDR6 bank but
different rows for hammering. In [29], an effective two-stage
approach is presented: first isolate same-chip addresses using
NUMA-like latency differences, and then exploit row buffer

conflict timing to determine which of them are in the same
bank. Yet, this approach takes approximately four hours per
bank on GPUs, which is too costly for online attacks.

Fortunately, in contrast to CPUs where memory topol-
ogy and controller policies vary with DIMM population and
BIOS settings, GPU memory organization is fixed per model.
We can thus profile a given GPU model offline to recover
the mapping from physical addresses to GDDR6 banks and
rows. Once this per-model map is in hand, GeForge can
leverage it at runtime, provided we can pinpoint which GPU
page frames in the allocation correspond to those profiled
offline.

Note that, in [29], Lin et al. also employ offline profiling
and reuse the results at runtime. However, rather than solving
the problem of establishing correspondence between runtime
page frames and offline-profiled ones, they simply sidestep
it by arguing: (i) the GPU memory allocator of the NVIDIA
driver tends to return physically contiguous chunks; and (ii)
for large GPU memory allocations, the driver tends to return
exactly the same page frames in the same order. Based on
these two assumptions, they treat offsets within a sufficiently
large buffer as directly reflecting physical addresses.

We have performed experiments to check both assump-
tions. While our results confirmed the first one (i.e., physical
contiguity),1 we found that the second is very unreliable in
practice. Using the tool from [56], we in fact observed that
several environmental factors, including driver and OS kernel
versions, affect the starting physical address of allocations,
causing shifts of tens of megabytes. Thus, the virtual offset
approach developed in [29] cannot consistently apply the
profiled map at runtime.

Because physical contiguity has been verified, reusing
the offline profiling results requires only identifying which
page of the allocated GPU memory corresponds to the first
page frame used during offline profiling. Given that our
threat model assumes the ability to allocate a large portion
of GPU memory, we can strategically select a starting page
frame that is guaranteed to fall within any sufficiently large
allocation. We call this page frame an anchor. The chal-
lenge then reduces to locating this specific anchor page frame
within the allocated region at runtime.

We find that, in NVIDIA GPUs, physical addresses are
non-linearly mapped to L2 cache sets, and we exploit this
property to develop a technique that can efficiently localize
the anchor. Essentially, the non-linearity causes each page
frame to exhibit characteristic eviction set patterns for its
first few memory blocks. Using the INVALIDATE+COMPARE
primitive [57], we can reliably test if an eviction set success-
fully achieves eviction. Note that these patterns are actually
not globally unique, but due to the non-linearity, page frames
that share a pattern are spaced distinctively. By combining
the eviction set pattern with the inter-frame spacing, we can
pinpoint the anchor.

1. Unlike on the CPU side, physical contiguity does not, by itself, directly
enable same-bank row identification on the GPU side, because we find
that it is extremely difficult to reverse-engineer the mapping function from
physical addresses to GDDR6 banks. The function is not only highly non-
linear but also mixes (nearly) all address bits.
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Figure 2: Locating the anchor page frame on the RTX 3060. The
eviction set EV matches six page frames in the first 2 GB of GPU
memory, and the inter-frame hop sequence uniquely distinguishes
each candidate.

For example, suppose we offline-profile the RTX 3060
GPU model starting at the physical address 0x20800000;
namely, the 2 MB page frame 0x104 serves as the anchor.
During offline profiling, we construct the eviction set EV
for the first 128 B block of the anchor, as shown on the left
of Figure 2. Each element x in EV represents the offset (in
units of 128 B blocks) from the beginning of the page under
test. In the first 2 GB of GPU physical memory, we find that
this set evicts the first block of six page frames. However, as
shown in Figure 2, the spacing between these matching page
frames, measured in hops of 2 MB units, forms a distinctive
pattern. At runtime, given a large contiguous allocation, we
linearly scan its 2 MB pages. For each page p, we use INVAL-
IDATE+COMPARE to test whether EV evicts p’s first 128 B
block. If successful, we verify whether the eviction set also
works at page p+81, then at page p+81+9, and if needed, at
page p+81+9+603. The first page p that matches both the
eviction behavior and the complete hop sequence uniquely
identifies the anchor page frame 0x104.

5. GPU Memory Templating

With the bank/row mapping recovered offline and aligned
to the runtime allocation via page anchoring, GeForge can
proceed to GPU memory templating, whose goal is to iden-
tify Rowhammer-vulnerable bit locations of the target GPU.
To this end, we build a fuzzer that can be tuned for tem-
plating different GPUs. In this section, we first introduce the
hammering patterns used by the fuzzer and then describe its
operation and configuration parameters.

5.1. Non-Uniform Hammering Pattern

No matter whether Rowhammer attacks are mounted on
the CPU or the GPU, achieving a very high row activation
rate is essential. On CPUs, a single thread can often drive row
activations close to the maximum rate allowed by DRAM
timing constraints, because the memory access latency is
comparable to the row cycle time tRC (i.e., the minimum in-
terval between two activations to the same bank). On GPUs,
however, the end-to-end access latency from an SM to GPU

memory is much larger than tRC. As a result, a single GPU
thread can generate only a limited number of row activations
within one refresh window, leaving the memory controller
idle for much of the time. To overcome this limitation, prior
work [29] takes advantage of multiple warps to pipeline row
activations: while some warps are stalled waiting for memory
responses, others continue issuing new requests. This keeps
the memory controller busy and raises the activation rate
toward the theoretical maximum.

Even with a high row activation rate enabled by multiple
warps, triggering Rowhammer bit flips in GPU memory still
faces a critical challenge, that is, circumventing the TRR
mitigation deployed in GDDR6 chips (see Section 2.3). To
bypass TRR, hammering patterns must be many-sided at a
minimum [12], and can further benefit from synchronization
with DRAM refresh operations [9]. Indeed, the hammering
pattern designed in [29] incorporates both properties, and
successfully triggers bit flips in the GDDR6 memory of an
RTX A6000 GPU.

Figure 3a illustrates the hammering pattern of [29] using
a 21-sided example. To hammer the set of 21 aggressor rows,
the pattern launches 7 warps, each using 3 threads to target
3 distinct rows. The pattern is highly uniform: within each
refresh interval tREFI, each thread activates its designated row
the same number of times in a fixed sequence, and the assign-
ment of rows to threads remains unchanged across intervals.
To synchronize hammering with DRAM refresh operations,
the pattern inserts timing bubbles using dummy additions to
ensure that each hammering round begins immediately after
a refresh event.

Even though the hammering pattern of [29] can induce
bit flips in GDDR6, its yield appears low: only eight bit flips
across four banks have been reported in [29]. Inspired by
Blacksmith [17], we suspect that this limited performance is,
at least in part, due to the pattern’s high uniformity, which
likely constrains the intensity and order of the most effective
aggressor row activations. We therefore take the hammering
pattern of [29] as a vanilla baseline and extend it with the
frequency-domain insights from Blacksmith [17] to construct
a non-uniform hammering pattern.

Given n aggressor rows for n-sided hammering, our non-
uniform pattern first selects two of them as a target pair. (The
two rows in the target pair are at least one row apart.) Unlike
the vanilla pattern, which always repeats the same access
schedule every tREFI, we construct the hammering pattern
over X consecutive tREFI intervals, where X ≥ 1. Suppose
W warps are used, each dedicating T threads to hammering,
where W × T = n. Then, across the X tREFI intervals, the
pattern will contain W × T × X access slots for aggressor
row activations. We first assign the target aggressor row pair
to these slots. To control this assignment, we introduce two
parameters: the phase ϕ, which specifies the offset of the
target pair within the W ×T ×X slots, and the amplitude A,
which specifies how many times the target pair is repeated.
After placing the target pair, we fill the remaining slots with
accesses to the other aggressor rows in a round-robin fashion.
The resulting non-uniform pattern will repeat every X tREFI
intervals throughout the hammering process.
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Figure 3: Comparison between patterns for 21-sided hammering.
Each warp is shown on a separate horizontal track (7 warps in total),
and each square represents a thread (3 threads per warp). Letters A
– U denote different rows in the same GDDR6 bank. ∆ denotes the
refresh-aligned starting point of the hammering schedule.

Figure 3b shows an example of our non-uniform ham-
mering pattern that works well in practice to induce bit flips
in GPU memory. The numbers of aggressor rows, warps, and
threads are the same as those in the vanilla-pattern example
of Figure 3a, namely, 21, 7, and 3, respectively. We set the
non-uniform pattern to span three tREFI intervals, where the
target pair (i.e., aggressor rows A and B) starts at a phase of
ϕ = 20 and is repeated with an amplitude of A = 13. Com-
pared to the vanilla pattern, where rows A and B are only
activated three times over three refresh intervals, our non-
uniform pattern activates them 13 times. This significantly
increases the likelihood of triggering Rowhammer bit flips
in their neighboring victim rows. Indeed, our evaluation con-
firms that this non-uniform hammering pattern can induce bit
flips that the hammering pattern of [29] cannot trigger.

5.2. GeForge Fuzzer

To perform GPU memory templating, we build a fuzzer
that generates non-uniform hammering patterns for a GPU’s
GDDR6 memory. Under our threat model (see Section 3.1),
the attacker can allocate a substantial fraction of GPU mem-
ory when the device is otherwise idle (e.g., 11 of the 12 GB
on the RTX 3060 and 47 of the 48 GB on the RTX A6000).
The fuzzer reserves such a region using the standard CUDA
API cudaMalloc(). Since the physical addresses of the
allocated pages are not visible to the unprivileged attacker,
the fuzzer first applies our page anchoring technique (see
Section 4) to locate the anchor page frame within this large
runtime allocation. With the anchor identified, the fuzzer can
reuse the bank/row mapping obtained from offline profiling
for the same GPU model.

During fuzzing, in each round, the fuzzer randomly se-
lects a target bank and configures a set of execution parame-
ters to generate a hammering pattern. A key parameter is the
number of aggressor rows n for n-sided hammering. How-
ever, our fuzzer does not choose n directly. Instead, it selects

two parameters: the number of warps W and the number of
hammering threads per warp T , such that n = W×T . Due to
the timing constraints of GDDR6 and the bandwidth limit of
the GPU’s per-chip memory controller, we restrict W and T
to 5 ≤ W ≤ 11 and 2 ≤ T ≤ 5 respectively, while ensuring
that 20 ≤ W × T ≤ 30. Next, the fuzzer selects a distance
d, where 2 ≤ d ≤ 8, and sweeps through the target bank,
advancing the starting aggressor row one step at a time. For
each starting row, it derives the corresponding aggressor row
set by spacing n aggressor rows at intervals of d.

Once a set of aggressor rows has been determined, the
fuzzer designates its first two rows as the target pair and se-
lects the number of consecutive tREFI intervals X over which
the non-uniform pattern spans. Empirically, we find the range
1 ≤ X ≤ 3 to be the most effective2 (on both the RTX 3060
and A6000), although X can in principle be larger. With X
selected, the total number of row access slots is W ×T ×X .
The fuzzer then selects the amplitude A to control how many
slots the target pair consecutively occupies. We constrain A
to 1 ≤ A ≤ 15, while ensuring that the remaining slots
(i.e., W × T ×X − 2A) can still accommodate at least one
access to each of the other aggressor rows. Finally, the phase
ϕ is randomly chosen, subject to the constraint that the target
pair’s 2A consecutive slots fit within the pattern.

With a specific non-uniform hammering pattern created,
the fuzzer treats all rows adjacent to the aggressor rows as
victim rows. Before hammering, the fuzzer initializes every
byte in each aggressor row to one data pattern and every byte
in each victim row to the complementary pattern. We employ
two pairs of data patterns, 0xFF/0x00 and 0x55/0xAA, so
that each hammering pattern is evaluated four times in total.
The fuzzer then launches a CUDA kernel to execute the ham-
mering pattern on the initialized data. Note that, although the
non-uniform pattern spans X refresh intervals, dummy addi-
tions are still inserted as timing bubbles between successive
intervals to synchronize hammering with each refresh event.
After hammering, the fuzzer scans the victim rows for bit
flips and records all observed ones as memory templating
results. Algorithm 1 in Appendix E provides more details on
the fuzzer.

Note that the distance d selected by the fuzzer can ex-
ceed 2, and from our templating results, we observe three
possible aggressor-victim layouts. In many cases, the victim
row is flanked by aggressor rows on both sides, yielding a
double-sided layout; in other cases, it is adjacent to only one
aggressor row, yielding a single-sided layout. Interestingly,
we also observe a small fraction of flips induced by remote-
sided aggressors located at a distance of 2 or more.

6. GPU Memory Massaging

Having identified vulnerable GPU memory locations via
memory templating, we now turn to weaponizing them. On
the CPU side, page tables have long been recognized as a
highly lucrative Rowhammer target [24, 46, 49, 52, 60]. GPU
page tables are similarly attractive, as carefully corrupting

2. If X = 1, the non-uniform pattern reduces to the vanilla one of [29].



them can grant arbitrary access to GPU physical memory or
even host memory via the system aperture (see Section 2.2).
We therefore focus on exploiting GPU Rowhammer to seize
control over GPU page tables. Realizing this goal, however,
requires addressing two key problems.

First, as shown in Figure 1, the GPU page table hierarchy
comprises multiple levels of structures, which one should be
targeted for maximum leverage? Second, because GPU page
tables are allocated by the driver in low physical memory re-
gions, how can the chosen structure be steered to vulnerable
locations for hammering? We answer them in this section.

6.1. Target Structure and Bit Flip Candidates

In principle, Rowhammer can be exploited to corrupt en-
tries at any level of the GPU page table hierarchy, including
PD3, PD2, PD1, PD0, and PT (see Figure 1). In GeForge,
however, we deliberately target PD0 entries, as they arguably
offer the best balance between leverage and exploitability.

Compared with PT entries, corrupting PD0 entries pro-
vides a more direct path to gaining control. A PT entry stores
a pointer to a mapped page frame, so corrupting it becomes
truly exploitable only if the redirected page frame already
contains, or can be massaged to contain, another GPU page
table structure. In contrast, a PD0 entry stores a pointer to a
PT, and once a bit flip redirects this pointer into any accessi-
ble page frame, the page frame can directly serve as a forged
PT to be filled with crafted PTEs. As our allocations occupy
a large portion of GPU memory, a corrupted PD0 pointer is
statistically very likely to land in memory under our control.

As for entries in PD1, PD2, and PD3, corrupting them
could similarly redirect pointers into our allocated memory,
allowing us to forge the downstream page table structures.
However, the higher the level, the larger the virtual address
range each entry covers. As shown in Section 6.2, steering a
page directory allocation into a specific vulnerable physical
location requires virtual memory accesses proportional to its
coverage. Accordingly, targeting higher-level page directory
entries demands controlling a much larger portion of the vir-
tual address space, making memory massaging less practical.
Hence, we choose PD0 as the target in GeForge.

With PD0 entry corruption as the goal, we next screen the
vulnerable memory locations identified during templating to
select suitable steering destinations for memory massaging.
Not every discovered bit flip can be used for corrupting PD0
entries online. In this selection, we consider two constraints.

(1) Accessibility of aggressor rows. We observe that page
directories, whether PD0, PD1, PD2, or PD3, are allocated as
4 KB chunks within 2 MB page frames. Hence, as detailed in
Section 6.2, our memory massaging needs to choose a 2 MB
page frame containing Rowhammer-vulnerable locations and
steer the target PD0 allocation into it. Once a 2 MB physical
page is employed by the driver to host page table structures,
it is no longer accessible to users. We notice that, for many
GPUs, a single 2 MB page frame can span multiple rows of
the same GDDR6 bank. As a result, when selecting steering
destinations, we must ensure that the candidate 2 MB frame
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Figure 4: Row stripe layouts across three consecutive 2 MB frames
on two NVIDIA GPUs. Each color represents a distinct row stripe.

does not encompass aggressor rows required for hammering
the victim row in it.

We emphasize that the severity of this aggressor row ac-
cessibility issue varies across GPU models, depending on the
size of their GDDR6 row stripes. In GPU physical memory,
the rows with the same row ID across all GDDR6 banks are
laid out as one contiguous physical address region, which we
call a row stripe.3 A single row stripe thus occupies SR×NB

bytes in total, where SR is the per-bank row size and NB is
the total number of banks across all GDDR6 chips. Figure 4
illustrates how row stripes form three consecutive 2 MB page
frames on the RTX 3060 and RTX A6000. On the RTX 3060,
we find that its SR is 4 KB (i.e., its GDDR6 chips operate
in x16 mode [48]) and its NB is 192, so its row stripe is
768 KB. As a result, a single 2 MB page frame on the RTX
3060 covers at least two consecutive rows in each bank. In
contrast, on the RTX A6000, we find that its SR is 2 KB (i.e.,
its GDDR6 chips are set in x8 mode [48]) and its NB is 768,
yielding a row stripe of 1536 KB. Such a stripe size actually
allows the two aggressor rows adjacent to some victim rows
to fall into different 2 MB page frames.

Consequently, for GPUs with a relatively small row stripe
such as the RTX 3060, bit flips that require double-sided ag-
gressors sandwiching the victim row cannot be exploited, be-
cause at least one aggressor row inevitably co-resides within
the same 2 MB page and becomes inaccessible during mas-
saging; in this case, we should retain only bit flips that can
be triggered by a single aggressor row residing outside the
victim’s 2 MB page frame. On the other hand, for GPUs with
a sufficiently large row stripe like the RTX A6000, a broader
set of bit flips can be exploited, since double-sided aggressor
configurations become viable alongside single-sided ones. In
Appendix B, we give more details on the row stripes of both
GPU models and their aggressor row accessibility.

(2) Validity of corrupted PD0 entry. Filtering for bit flips
that remain triggerable online during massaging is necessary
but not sufficient for exploitation, as some of these flips may
corrupt a PD0 entry into an invalid state (e.g., causing its

3. In a row stripe, the data is not laid out as one bank’s complete row fol-
lowed by the next. Instead, each bank’s row is divided into smaller chunks,
and these chunks are interleaved across banks.



pointer to fall outside the legitimate physical memory range).
We thus further refine the selection of bit flip candidates by
considering the structure and semantics of PD0 entries.
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Figure 5: PD0 entry layout and exploitable bit flip regions.

As illustrated in Figure 5, each PD0 entry is 16 bytes in
size and is logically divided into two 8-byte halves to support
both 4 KB and 64 KB page sizes. The lower 8 B half points to
the PT responsible for translating 64 KB pages, whereas the
upper 8 B half points to the PT for 4 KB pages. Since 64 KB
pages, but not 4 KB ones, can be instantiated from user space
via UVM [56], the page table structures created during our
memory massaging contain valid states only in the lower 8 B
half of their PD0 entries, with the upper half remaining all
zeros. Accordingly, we discard bit flips whose byte addresses
fall within the upper 8 B half of a 16 B-aligned boundary.

For the remaining bit flips, we next need to examine their
bit positions within the lower 8 B half of the PD0 entry. The
least significant 4 bits in the 8 B serve as entry flags and
must not be altered to preserve validity, so bit flips in this
range are excluded. The following 32 bits form a pointer
to the corresponding PT by storing bits [39:8] of its 40-bit
physical address. We partition these 32 bits into three regions
according to how a bit flip affects the resulting pointer:
• Region ① contains 13 bits, and bit flips in this region keep

the resulting pointer valid but within the same 2 MB page
frame as the original PT. As a result, such flips do not yield
an exploitable redirection and should not be considered.

• Region ② is the one we focus on. A flip in this region can
redirect the pointer to a different 2 MB page frame outside
the original one while still keeping it within the valid GPU
physical address space. The width of this region depends
on the GPU’s physical memory size. For example, on the
RTX 3060 with 12 GB of GPU memory, it spans 13 bits,
whereas on the RTX A6000 with 48 GB of GPU memory,
it spans 15 bits.

• Region ③ covers the rest of the high-order bits of this 32-
bit field. A 0 → 1 flip in this region can push the resulting
address beyond the GPU’s physical address space, render-
ing the PD0 entry invalid. A 1 → 0 flip, however, decreases
the address and may still yield a valid pointer; nonetheless,
we exclude this region to simplify candidate selection.

The remaining 28 bits of the 8 B are unused, so any bit flips
in them have no effect and are discarded.

With both accessibility and validity criteria in place, we
treat the retained GPU memory locations as candidate steer-
ing destinations and try them during massaging in ascending
address order, starting from the lowest one.

6.2. Memory Massaging Procedure

Our GPU memory massaging procedure consists of five
steps, as illustrated in Figure 6. Note that prior to massaging,
the GPU memory allocated for templating has been released.
Even though the assumption in [29] that allocations always
return the same starting physical address does not hold across
machines, we observe that on the same machine, the physical
page frames backing a cudaMalloc() allocation follow a
highly stable order across repeated allocations. Accordingly,
after page anchoring and releasing the whole allocation, we
can precisely determine the range of page frames covered
by a new allocation, which allows us to pinpoint the specific
page frame of interest during massaging. Below, we describe
each step of the massaging procedure in detail.

(a) Isolate the steering destination’s page frame. Given
a candidate steering destination, we first construct a memory
layout that isolates the 2 MB page frame containing it. Using
cudaMalloc(), we sequentially allocate four contiguous
chunks: chunk A spans all memory preceding the page frame
of interest, chunk B is that page frame itself, chunk C covers
the bulk of the remaining GPU memory after it, and chunk D
reserves the last few tens of 2 MB page frames. As shown in
Figure 6, this layout ensures that chunks A and C surround
chunk B. Moreover, the above-mentioned accessibility filter-
ing guarantees that the aggressor row(s) required to trigger
the bit flip at the steering destination reside within chunks A
and/or C.

(b) Deplete the default PD/PT placement region. We find
that the NVIDIA GPU driver uses a low-memory region for
placing page table structures (PDs and PTs) by default. This
region lies far outside the range that our controlled alloca-
tions can reach, and thus no aggressor rows can be positioned
adjacent to it for hammering. To make PD0 entries reachable
by our attack, we need to exhaust this default region to force
the driver to place page table structures into higher physical
memory regions accessible to us.

This default region occupies roughly the lowest 100 MB
of GPU physical memory, although its exact extent depends
on where the driver begins allocating page frames (i.e., the
same environment-dependent variability as discussed in Sec-
tion 4). Draining this pool is very challenging, as its capacity
can easily accommodate page table structures for the entire
GPU memory when default 2 MB pages are used.

Fortunately, we can overcome this challenge by leverag-
ing an interesting property of UVM: it allows 64 KB pages to
be instantiated sparsely across a large virtual address space,
causing the driver to create many separate yet mostly hollow
page table structures that can efficiently deplete the default
region. Specifically, we first use cudaMallocManaged()
to reserve a very large virtual address space (e.g., 16 TB).
Under UVM, this reservation alone does not consume GPU
physical memory; GPU page frames are allocated only when
the corresponding virtual pages are explicitly touched by the
GPU. As illustrated in Figure 1, bits [37:29] of the virtual
address form the index into PD1, indicating that two 64 KB
pages whose virtual addresses differ by 229 (i.e., 512 MB) are
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Figure 6: Main steps of GeForge memory massaging procedure.

mapped through different PD1 entries and therefore through
different PD0s and PTs. As a result, by sequentially access-
ing pages in the reserved virtual address space with a stride
of 229, we coerce the driver to instantiate, for each access, a
new 4 KB PD0, a new 256 B PT, and a 64 KB data page.

Another advantage of this sparse touching pattern is that,
as long as any free 2 MB page frames remain, the driver tends
to place each such 64 KB page in a separate 2 MB frame,
presumably in anticipation that later accesses may populate
the other 64 KB pages in the same frame, allowing them to be
coalesced into a single 2 MB page. Since step (a) has already
occupied most of the GPU memory, newly allocated 2 MB
frames will soon have to come from the low-memory region.
Consequently, only tens of sparse accesses will be needed to
deplete the free 2 MB page frames in that region.

However, exhausting all of the free 2 MB page frames in
the low-memory region is still insufficient, because the 2 MB
frame currently serving as the active page table structure pool
may not yet be full. We thus continue accessing pages at the
229 stride, causing newly created PD0s and PTs to be placed
into that active PD/PT pool until it is filled. Note that con-
tinuing such accesses remains feasible even after free 2 MB
page frames are no longer available, as the driver falls back to
inserting new 64 KB pages into partially filled frames. Cer-
tainly, the number of continued accesses for filling the active
pool is upper-bounded by 2MB/(4KB + 256B) ≈ 482.

Even though a few hundred strided accesses in the UVM-
reserved virtual address space suffice to deplete the default
PD/PT placement region, the success of our massaging pro-
cess actually hinges on knowing the exact number, which is
itself environment-dependent. We describe how to derive this
number at runtime at the end of this section. Fortunately, it
only needs to be determined once at the beginning and then
can be reused throughout the entire procedure.

(c) Turn chunk B into a new PD/PT placement region.
Once the free 2 MB frames in the default PD/PT placement
region are certainly exhausted (the exact count of accesses
is not needed here; 100 accesses suffice), we first free chunk
D so that it absorbs subsequent data page allocations. Then,
right when the active PD/PT pool reaches its exact capacity,
we immediately free chunk B, which contains the steering

destination. When the driver next needs to place page table
structures, e.g., in response to new accesses to previously
untouched UVM pages, it must find a new free 2 MB page
frame to serve as the PD/PT placement region. We find that,
under this carefully constructed layout, the driver selects the
just-freed chunk B for that role.

(d) Steer PD0 entries into the destination. With chunk
B now serving as the PD/PT placement region, we continue
leveraging UVM to populate it with new PD0s and PTs. The
driver partitions this 2 MB region into 512 subpages of 4 KB
each. The Rowhammer-vulnerable location (i.e., the steering
destination) lies in one specific 4 KB subpage, and our first
goal is to make a PD0 land in that exact subpage.

Notice that PD0s and PTs consume subpages at different
rates: each new PD0 claims a 4 KB subpage, whereas each
new PT is appended to the current subpage for PTs until it is
full (i.e., each 4 KB subpage holds 16 PTs). Therefore, if we
just access UVM pages at the 229 stride without any further
control, there is about a 94.1% probability that a PD0 can
land in the subpage of interest. To ensure that the landing can
always succeed, however, we exploit the fact that accesses
to UVM pages with a narrower stride of 221 (i.e., 2 MB)
instantiate PTs without creating new PD0s. When the natural
PD0 allocation sequence would otherwise skip the subpage
of interest, we insert auxiliary PTs to advance PT placement
to the next subpage. This shifts the PD0/PT allocation align-
ment by one subpage, allowing the next PD0 to claim the
target subpage.

After a PD0 is positioned to land in the 4 KB subpage
of interest, we switch to the 221 stride. At this stride, each
subsequent access populates an entry in the already-placed
PD0 with a pointer to a newly instantiated PT.

(e) Hammer to trigger the bit flip. As the final step, we
execute the designated hammering pattern on the aggressor
row(s) in chunks A and/or C to corrupt the target PD0 entry,
which currently stores the physical address of a legitimate
PT. Upon a successful flip, the corrupted pointer is highly
likely to land within our controlled memory region. This high
probability stems from two factors: first, we have filtered bit
flip candidates to ensure that the resulting address resolves to



a valid physical memory range; second, because the alloca-
tion in step (a) occupies the vast majority of GPU memory,
the redirected pointer will almost certainly fall within chunk
A or C, both of which are under our control.

Because the direction of a Rowhammer-induced bit flip is
physically deterministic (i.e., a vulnerable DRAM cell con-
sistently flips either 1 → 0 or 0 → 1), there is a chance that
the flip direction does not match the address modification we
need (e.g., the original bit value is already ‘1’ while the flip
is a 0 → 1). In such a case, we repeat the memory massaging
process with a new candidate steering destination.

How to determine the exact number needed in step (b).
As mentioned above, we need the exact number N of strided
UVM accesses in step (b), but this number is environment-
dependent. To determine it at runtime, we again leverage the
page anchoring technique from Section 4.

Specifically, prior to the actual massaging run, we carry
out step (a) to allocate those four chunks, and we arrange
for chunk B to begin at a known page frame whose first
cache line’s eviction set has been derived offline. Although
the exact number N is unknown, it is empirically above 300
on all platforms we have tested. We thus start the search at
this lower bound, setting N to 300. Following step (c), we
first always perform 100 strided accesses and free chunk D.
Next, we perform the remaining N − 100 strided accesses
and free chunk B. After that, we access 32 additional UVM
pages and test whether the eviction set of chunk B evicts
the first cache line of any of these 32 pages. (We choose 32
conservatively; a smaller number suffices in practice.)

If a successful eviction occurs for one of the 32 pages,
the page was certainly allocated in B, meaning that the active
PD/PT pool was not yet full when chunk B was freed and that
the driver used B for data page placement. We then repeat the
process with an incremented N . Otherwise, none of the 32
pages resides in B. Since 32 is chosen as a conservatively
large number, the only plausible explanation is that the de-
fault PD/PT region has just been exhausted after N accesses,
and B has been claimed as the new PD/PT placement region.
We therefore obtain the exact number.

7. End-to-End Exploitation

In this section, we present two classes of end-to-end
GeForge attacks. The first encompasses GPU-local exploits
that compromise GPU-resident data structures and contexts,
while the second extends the attack to the host side, culmi-
nating in privilege escalation to a root shell. The presented
attacks can be carried out on the platforms listed in Table 1,
using RTX 3060 and RTX A6000 GPUs.

7.1. GPU-Local Attacks

Following the memory massaging procedure, we redirect
a legitimate PT pointer to a location within our controlled
memory region and forge a PT there. By setting the PTEs in
the forged PT to point to arbitrary target GPU physical page
frames, we can have access to GPU memory locations of our

choice. Note that as the original PT maps 64 KB page frames
instantiated by UVM, the target physical addresses must be
aligned to 64 KB boundaries.

Armed with this arbitrary read/write primitive over GPU
memory, we gain unrestricted access to previously inaccessi-
ble regions of GPU physical memory, enabling us to inspect
or corrupt any data belonging to other GPU contexts. As a
concrete demonstration, we consider attacking a GPU appli-
cation that implements an image-processing pipeline, trans-
forming an input RGB image into a single-channel sketch-
style output. Specifically, the host loads an image in RGB
format, allocates dedicated GPU buffers for the RGB input
and grayscale output, and launches a CUDA kernel to per-
form the transformation. The kernel computes local gradi-
ents, edge magnitudes, and a tone-mapped base to synthesize
realistic, pencil-like strokes. Upon completion, the result is
transferred back to the host. For example, Figure 7a shows an
input image, and Figure 7c displays the expected, legitimate
output of the GPU program.

(a) Original (b) Recovered (c) Expected (d) Forged

Figure 7: GPU-local attack against an image processing application.

First, we use the arbitrary read/write primitive to dump
a 40 KB memory region by reading from the GPU buffer
that stores the original RGB image. We then reconstruct the
image from the raw bytes. As shown in Figure 7b, the image
portion recovered from the dumped 40 KB of data matches
the top region of the original input. Moreover, we can lever-
age the primitive to manipulate the same GPU buffer prior
to the launch of the CUDA kernel, overwriting its contents
with falsified data. For instance, we modify the top portion
of Figure 7a, and the output produced by the CUDA kernel
is correspondingly altered, as shown in Figure 7d.

This demonstration confirms that GeForge can enable
arbitrary read and write access across GPU contexts. Be-
yond this specific scenario, an attacker can leverage the same
primitive to launch a wide range of high-impact attacks, such
as stealing proprietary ML models or tampering with model
parameters to manipulate inference outcomes.

7.2. Host-Side Attacks

While the arbitrary read/write primitive over GPU mem-
ory is already powerful on its own, the threat can be pushed
one step further by reaching into host memory. In particular,
as mentioned in Section 2.2, PTEs of NVIDIA GPUs support
a system aperture feature that allows the GPU to access host
physical memory, which GeForge exploits to launch host-
side attacks.

The host-side attacks begin in the same way as the GPU-
local attacks; that is, the attacker massages GPU memory



and exploits Rowhammer to corrupt a PD0 entry so that it
is redirected to a forged malicious PT. Instead of using the
forged PT to breach isolation between GPU contexts, the
attacker populates its PTEs with the system aperture bit set.
(This bit is the third least significant bit in each entry.) With
this specific bit set, each PTE maps to a physical address
in host memory rather than in the GPU’s local memory. As
a result, by pointing these PTEs to arbitrary host physical
page frames, the attacker gains full read and write access to
host memory. Note that, although these PTEs now map to
host memory, each entry still preserves its original page size
semantics, namely, it references a 64 KB page. Consequently,
the host physical addresses in the forged PTEs must also be
aligned to 64 KB boundaries.

We emphasize that the success of exploiting forged PTEs
to access host memory depends on the system’s IOMMU
being either disabled or improperly configured. As noted in
Section 3.1, this condition is not uncommon in practice. In-
deed, on both of our test platforms (see Table 1), the IOMMU
is disabled by default.

Privilege escalation. Forged PTEs with the system aperture
bit set give us a primitive for accessing host memory. To
demonstrate how this primitive can be leveraged for host-side
attacks, we implement an end-to-end privilege escalation at-
tack that elevates an unprivileged user to root on the host sys-
tem. Specifically, we exploit the primitive to tamper with the
host physical page frames backing the code segment of the
C standard library (libc.so.6), allowing the injected code
to propagate into subsequently launched SUID programs and
enabling privilege escalation.
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Figure 8: Comparison of writes to COW-protected pages via the
CPU and GPU DMA.

Under Linux, shared libraries are typically mapped into
processes as private file-backed mappings. Their underlying
physical pages are shared across processes and are duplicated
only when a process’s write triggers copy-on-write (CoW).
Our primitive, however, modifies host page frames via GPU
DMA rather than through CPU-side memory accesses. Thus,
the write of our primitive bypasses the CPU’s MMU, does
not trigger a page fault, and never invokes CoW, leaving the
targeted library’s page frames modified in place. In this way,
the injected code can propagate to any processes that map
the same library. Figure 8 illustrates the difference between
CPU-side and GPU-side writes to shared library pages.

Building on this property, we use the primitive to over-
write a target function in libc.so.6 with amd64 machine
code generated from compiled shellcode. A program that
invokes the modified function can then execute the injected

TABLE 1: Platform specifications.

Platform A Platform B
CPU AMD Ryzen 5 5500 Intel Core i3-10100

Motherboard ASUS PRIME B450M-A II Asrock H570 Steel Legend
Host Mem. Size 32 GB 16 GB

GPU NVIDIA RTX 3060 NVIDIA RTX A6000
GPU Maker ASUS DELL

GPU Mem. Size 12 GB 48 GB
GDDR6 Vendor Samsung Samsung

SKU TUF-RTX3060-O12G-GAMING 900-5G133-0100-001
CUDA 12.0.140 12.3.52

NVIDIA Driver 570.133.07
Linux Kernel 5.15.0-91-generic

payload. If the target program is SUID and owned by root,
the resulting execution can yield a root shell.

Our shellcode, generated using pwntools [13], is shown
in Listing 2 (Appendix D). As modern shells drop elevated
effective privileges to match the real user ID (ruid), di-
rectly invoking execve("/bin/sh") would only yield
an unprivileged shell. To bypass this protection, the shell-
code first invokes setreuid(0, 0) to align both the
ruid and euid with root privileges, and then executes
execve("/bin/sh").

To identify a suitable target function and program, we
first enumerate potentially exploitable root-owned SUID pro-
grams, as listed in Appendix D. We then use ltrace to
analyze the library functions invoked by these programs and
identify suitable injection points. To minimize side effects
on the host system, we select an infrequently used function,
closelog, as the target function. This function is invoked
by the SUID program /usr/bin/newgrp, which we use
as the target program. When newgrp executes, it spawns a
new shell and calls closelog upon shell termination. Once
closelog is overwritten with the shellcode, terminating
the newgrp shell triggers the injected payload, ultimately
yielding a root shell.

This demonstration confirms that, in the absence of ef-
fective IOMMU protections, GeForge can reliably escalate
privileges by modifying shared library code across processes.
With a root shell, an attacker can further carry out a wide
range of malicious activities, such as injecting persistent
backdoors and exfiltrating sensitive information.

8. Evaluation

In this section, we further evaluate the bit flips triggered
by the non-uniform hammering patterns and attack repro-
ducibility of GeForge. Table 1 summarizes the hardware
configurations and software environments for our evaluation
platforms, Platform A and Platform B. Specifically, Plat-
form A is equipped with an NVIDIA RTX 3060 GPU, while
Platform B uses an NVIDIA RTX A6000 GPU.

8.1. Bit Flips and Hammering Patterns

Our fuzzer identifies 1,171 unique bit flips across 72
banks on the RTX 3060, with the most vulnerable bank ex-
hibiting up to 50 bit flips. Among them, the vanilla pattern
triggers 149 flips, while the non-uniform pattern uncovers



an additional 1,059 flips; 37 flips are discovered by both
patterns. A detailed breakdown of bit flips per bank is pro-
vided in Table 4 (Appendix E). Furthermore, we identify
202 bit flips on the RTX A6000 using the non-uniform pat-
tern. These flips span 94 banks, with up to 11 flips observed
in the most vulnerable banks, as shown in Table 5 (Ap-
pendix E). The RTX A6000 bit flips represent a substantial
improvement over prior work [29], which reported only 8
bit flips across 4 banks. Additionally, after applying the two
constraints described in Section 6.1, we retained 44 and 10
candidate memory massaging bit flips for the RTX 3060 and
RTX A6000, respectively.

8.1.1. Bit Flip Directions. For the 1,171 observed flips on
RTX 3060, 1,032 are 0 → 1 and 139 are 1→ 0. Similarly,
for the 202 observed flips on RTX A6000, 179 are 0 → 1
and 23 are 1→0. This skew toward 0→1 is consistent with
prior work [29], which likewise reports that most observed
flips are 0→1 (6 of 8 in their study).

To explain this behavior, we refer to Kim et al. [23],
who reported directional asymmetry in Rowhammer-induced
flips and attributed it to the physical orientation of DRAM
cells. Depending on the manufacturer’s implementation, a
logical 1 may correspond to a charged capacitor (a true cell)
or a discharged one (an anti-cell). Because a Rowhammer
disturbance leaks the stored charge, true cells are prone to
1 → 0 flips, whereas anti-cells tend to flip 0 → 1. In our
GDDR evaluation, the predominance of 0 → 1 flips suggests
that a logical 0 is represented by the charged state, meaning
the victim cells predominantly function as anti-cells.

8.1.2. Distances between Aggressor and Victim Rows.
In the evaluation, we observed that most observed bit flips
are caused by either double-aggressor patterns (aggressor
rows sandwiching the victim row) or single-aggressor pat-
terns (one aggressor row adjacent to the victim row). On the
RTX 3060, 205 of 1,171 flips are double-aggressor and 857
flips are single-aggressor; on the RTX A6000, 61 of 202 flips
are double-aggressor and 132 flips are single-aggressor, as
shown in Table 2. We observe more bit flips under single-
aggressor patterns than double-aggressor patterns, because
we configure the aggressor distance as (2 ≤ d ≤ 8), as
described in Section 5.2. Under this configuration, double-
aggressor patterns are used only when (d = 2), whereas
single-aggressor patterns are used for the remaining values
(i.e., 6 out of 7 cases).

However, the remaining bit flips (109 on the RTX 3060
and 9 on the RTX A6000) do not fall into either of the afore-
mentioned categories. We classify these as remote-aggressor
flips, since the aggressor and victim rows are separated by a
distance of 2 or 3, as Table 2 shows.

Previous work, Half-Double [24] and BLASTER [27],
also show that remote-aggressor patterns can induce bit flips,
as activating remote rows triggers refreshes in adjacent rows
(dist=1), which ultimately cause the flips. However, in
their work, the direct activations of adjacent rows are re-
quired to trigger the flips even at low frequency. In contrast,
the bit flips we observe on GDDR6 in the RTX 3060 and

TABLE 2: Distribution of bit flips by aggressor-victim row distance
on the RTX 3060 and RTX A6000.

Aggressor-victim Distance RTX 3060 RTX A6000

Flips Pct. Flips Pct.

double-aggressor (dist = 1) 205 17.51% 61 30.20%
single-aggressor (dist = 1) 857 73.19% 132 65.35%

remote-aggressor (dist = 2) 14 1.20% 1 0.50%
remote-aggressor (dist = 3) 95 8.11% 8 3.96%
remote-aggressor (dist ≥ 4) 0 0% 0 0%

Total 1,171 100% 202 100%

RTX A6000 occur solely from non-adjacent aggressor rows,
i.e., rows with dist ≥ 2.

8.1.3. Non-uniform Hammering Patterns. Based on the
results above, we show that the non-uniform pattern out-
performs the vanilla pattern in both efficiency and bit flip
coverage.

For efficiency, we ran the fuzzer from Algorithm 1 (Ap-
pendix E) for 11 hours with each pattern on the same 64
banks of the RTX 3060 using identical parameters. The
non-uniform pattern identified 68 unique bit flips, a roughly
51.1% increase (23 additional flips) over the 45 flips found
using the vanilla pattern.

In terms of bit flip coverage, the non-uniform pattern in-
duced 202 bit flips across 94 banks on the RTX A6000. This
significantly outperforms prior work utilizing the vanilla pat-
tern, which reported only 8 flips across 4 banks [29]. To
further compare bit flip coverage, we randomly selected 10
flips induced by the non-uniform patterns on the RTX 3060.
Each pattern spanned two to three refresh intervals with an
average amplitude of 7.5. Specifically, three were triggered
by double-aggressor patterns, five by single-aggressor pat-
terns, and two by remote-aggressor patterns. We attempted to
reproduce these flips using the vanilla pattern under identi-
cal aggressor rows and parameters. Ultimately, only a single
flip (originally categorized as a remote-aggressor instance)
was successfully triggered. These results further confirm that
non-uniform hammering patterns expose bit flips beyond
what the vanilla pattern can achieve.

8.2. Attack Reproducibility and Generality

As previously discussed, we successfully identified bit
flips and executed our attack primitives and exploits on the
RTX 3060 in Platform A. To evaluate the portability of these
attacks across different host environments, we transferred the
identical RTX 3060 GPU to Platform B.

8.2.1. Bit Flips Reproducibility. We randomly selected 10
bit flips to reproduce, and our results show that all of them
originally observed on Platform A can be reliably triggered
on Platform B. This demonstrates reproducibility across dif-
ferent host architectures (Intel and AMD) using the same



GPU. Moreover, this implicitly indicates that the row map-
ping remains stable; otherwise, such reproducibility would
not be possible.

8.2.2. Attack Primitives Reproducibility. After reproduc-
ing the exact memory-massaging bit flip candidate from Plat-
form A, we successfully executed the GPU/host attack primi-
tives and corresponding exploits on Platform B. This demon-
strates the cross-host reproducibility of the GeForge attack
primitives.

When migrating the attack primitives from Platform A
to Platform B, we observe that the first physical address
allocated via cudaMalloc() shifts from 0xA200000 to
0xA400000. To reproduce the attack primitives, we did
a minor adjustment to the memory massaging procedure:
shrinking Chunk A by 2 MB ensures that Chunk B still maps
to the same physical page containing the target bit flip. In
contrast, prior work [29] requires re-identifying the entire
memory mapping in this case, which is significantly more
time-consuming.

8.2.3. Attack Methodology Generality. To demonstrate
the platform-agnostic nature of our attack chain, we repro-
duce an end-to-end exploit chain on Platform B with the
RTX A6000, in addition to the RTX 3060 described in Sec-
tion 7. Leveraging the 202 unique bit flips identified dur-
ing memory templating, we select 10 exploitable candidates
based on the constraints in Section 6.1. Using one of these
candidates, we successfully replicate the memory massag-
ing procedure, triggering a targeted bit flip that redirects a
PT pointer to a memory region under our control. Finally,
we reconstruct the GPU-local attack primitive and confirm
unauthorized read/write access to the RTX A6000’s physical
memory space.

9. Discussion

In this section, we first discuss three mitigation mecha-
nisms against GeForge and then discuss the current limita-
tions of our work and directions for future research.

9.1. Mitigation

Error Correcting Code (ECC). ECC is designed to correct
bit errors, thereby mitigating an attacker’s ability to reliably
weaponize Rowhammer-induced bit flips. However, not all
GPUs support ECC. For example, consumer-grade models
such as the RTX 3060 lack it entirely. Furthermore, ECC
does not cover all fault patterns; an adversary can bypass
its protection by inducing multiple bit flips within the same
ECC codeword, as studied in prior work on main mem-
ory [7]. Consequently, ECC should be viewed as a hardening
measure rather than a comprehensive defense against GPU
Rowhammer.

Input-Output Memory Management Unit (IOMMU).
When the IOMMU is enabled, it translates DMA addresses
issued by the GPU and checks the permissions of accesses,

effectively limiting the GPU’s DMA to host-side page frames
that the OS or driver has explicitly mapped for the device.
As a result, forged system aperture PTEs alone cannot grant
access to arbitrary host physical memory. Note that, although
effective against host-side attacks, IOMMU protection does
not prevent the GPU-local attack primitives of GeForge.
Therefore, cross-GPU-context attacks remain a viable threat.

Refresh Management (RFM). Compared to TRR, RFM
provides a more robust mitigation against Rowhammer at-
tacks. While TRR operates mainly as an opaque, in-DRAM
mechanism independent of the memory controller [12],
RFM requires strict hardware collaboration. Under RFM,
the memory controller tracks the rolling accumulated activa-
tions per bank. Once a specific bank reaches its predefined
activation threshold, the memory controller suspends stan-
dard read/write operations to that bank and issues an RFM
command. This provides the DRAM with a dedicated time
window (tRFM) to internally identify the aggressor row and
refresh the adjacent victim rows.

While RFM is defined in both DDR5 and GDDR6 stan-
dards to theoretically prevent Rowhammer attacks, its prac-
tical deployment remains highly inconsistent. As reported
in [33], Intel and AMD memory controllers fail to issue the
necessary RFM commands for DDR5. A similar issue exists
in the GPU domain; despite GDDR6 specifications support-
ing RFM [18, 34], the successful bit flips we observe on
the RTX 3060 and RTX A6000 indicate that current GPU
memory controllers either configure RFM insufficiently or
remain ineffective against targeted access patterns.

9.2. Limitations and Future Work

Other GPU models. We evaluated five additional NVIDIA
GPUs beyond the RTX 3060 and RTX A6000 for suscepti-
bility to Rowhammer-induced bit flips: one RTX 3080, one
RTX 4060, two RTX 4060 Ti, and one RTX 5050, as listed
in Table 3 (Appendix C). Except for the RTX 3080, which
uses GDDR6X, all other cards are equipped with GDDR6.
For the RTX 4060 Ti, we tested two GPU cards with different
memory vendors: one with Samsung GDDR6 and one with
SK Hynix GDDR6.

Despite these efforts, we did not observe bit flips on these
models. This absence may stem from differences in TRR
mitigation policies in those GDDR chips (e.g., counter-based
or sampling-based aggressor detection) or other vendor-
specific mitigations. A broader exploration across additional
GeForce models remains open for future work.

IOMMU evasion. Enabling the IOMMU can neutralize the
exploitation of the system aperture mapping, ensuring that
even if a GPU page table is taken over, the attacker can
no longer directly access arbitrary host memory addresses.
However, Thunderclap [32] demonstrates that malicious pe-
ripherals can exploit driver-pinned buffers, shared mappings,
and other OS-authorized memory regions to circumvent the
IOMMU isolation. In future work, we plan to systematically
probe GPU DMA mappings to investigate whether analogous
IOMMU vulnerabilities exist.



High-Bandwidth Memory (HBM). In this work, GeForge
targets GDDR6 memory, which is standard in consumer-
grade and workstation-class GPUs. In contrast, server-grade
GPUs (e.g., NVIDIA A100 and H100) utilize HBM. HBM
employs built-in defenses such as ECC and transparent row-
remapping [8]. Although these mechanisms mitigate suscep-
tibility, recent studies demonstrate that HBM remains vul-
nerable to Rowhammer [37]. This suggests that HBM-based
GPUs may also be exploitable, an investigation we leave to
future work.

10. Related Work

In early Rowhammer attacks, the canonical hammering
patterns were single-sided [23], double-sided [46] (which re-
quires two aggressor rows sandwiching a victim row), and
one-location [14] (which relies on a close-page policy to
repeatedly activate the same row). These patterns were often
sufficient to induce bit flips in DDR3 and LPDDR3 [15, 23,
26, 46, 49, 58, 60]. However, starting with DDR4, memory
chips incorporate in-DRAM TRR to detect frequently acti-
vated rows and proactively refresh their neighbors, rendering
these hammering patterns largely ineffective.

To bypass TRR, TRRespass proposes the first effective
hammering pattern that activates more than two rows in the
same bank, i.e., many-sided hammering, and demonstrates
bit flips on several DDR4 modules [12]. SMASH later shows
that synchronizing many-sided hammering with DRAM re-
fresh commands plays an important role in circumventing
TRR [9]. SledgeHammer further amplifies the effectiveness
of many-sided hammering by performing it in parallel across
multiple banks [22]. All of these patterns are uniform in the
sense that they activate each aggressor row the same number
of times in sequence. In contrast, Blacksmith is the first to
make hammering patterns non-uniform by varying activation
order, regularity, and intensity, which significantly outper-
forms uniform patterns [17]. Half-Double, on the other hand,
hammers far aggressor rows and leverages TRR-induced re-
freshes of nearby rows to indirectly help trigger bit flips in
the victim row [24].

In recent work, Phoenix reverse-engineers long-horizon
TRR behavior in DDR5, spanning hundreds to thousands of
tREFI intervals, and accordingly crafts refresh-timed, multi-
interval hammering patterns with self-correcting refresh syn-
chronization, achieving bit flips on tested DDR5 chips [33].
This work underscores that refresh-aware, long-horizon, and
synchronized hammering is essential for defeating TRR in
the most modern memory chips.

RowPress is a DRAM read-disturb phenomenon similar
to Rowhammer, as it flips bits in victim rows [20, 31]. How-
ever, unlike Rowhammer, which relies on repeatedly opening
and closing aggressor rows, RowPress induces bit flips by
keeping rows open for an extended period.

Besides CPU-initiated memory accesses for hammering,
Throwhammer [47] and Nethammer [30] launch Rowham-
mer attacks through network devices; Thunderhammer does
so via PCIe and Thunderbolt devices [10]; and JackHam-
mer launches attacks from FPGA boards [51]. Nevertheless,

their targets remain the system’s main memory. By contrast,
GPUHammer is the first to target the GDDR6 memory of an
NVIDIA GPU with a Rowhammer attack [29].

With respect to Rowhammer defenses, prior studies can
be broadly divided into software-only mechanisms [1, 4, 25,
50, 61] and hardware-based techniques [28, 36, 38, 40, 41,
44, 45, 53, 59]. In commodity DRAM chips, however, ven-
dors typically use well-established mitigations such as TRR
and ECC, although prior work has called their effectiveness
into question [7, 17, 21, 24, 33].

Although Rowhammer can enable many attacks, one of
the most powerful is privilege escalation [3, 5, 6, 9, 11, 14,
15, 24, 46, 49, 52]. To achieve this, the attacker needs to
place certain security-critical data structures, such as page
tables, into vulnerable memory locations, a process known
as memory massaging. Various massaging techniques have
been developed by exploiting built-in features of software or
hardware [3, 5, 6, 9, 11, 14, 19, 26, 43, 46, 47, 49, 60]. For
example, Seaborn et al. leverage the mmap interface to spray
page-table pages in the memory [46]. To our knowledge,
GeForge is the first work that demonstrates how to massage
GPU page tables and exploit Rowhammer-induced bit flips in
GPU memory to achieve privilege escalation.

11. Conclusion

We presented GeForge, which exploits GPU Rowham-
mer to corrupt GPU page tables and seize control of GPU
address translation, thereby enabling a range of attacks. To
make GeForge practical under default system settings, we
introduced a page anchoring technique to localize target
GPU page frames within a runtime allocation, developed
an efficient non-uniform hammering strategy that triggers
many more bit flips than prior work, and devised a memory
massaging technique to steer GPU page table structures into
vulnerable memory locations. Building on these techniques,
we demonstrated that GeForge can break isolation between
GPU contexts. Furthermore, we showed that, when IOMMU
enforcement is absent or ineffective, corrupted GPU page
tables can be leveraged to access host memory and ultimately
achieve user-to-root privilege escalation. Overall, our results
broaden the security implications of GPU Rowhammer and
underscore the need for stronger architectural and system-
level defenses for modern GPU platforms.
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Appendix A.
Address Translation
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Figure 9: Address translation for 2 MB pages in Ampere GPUs.

Appendix B.
Row Stripes and Aggressor Row Accessibility

To determine the row stripe size for both GPU mod-
els, we need to obtain their total number of banks, NB , as
defined in Section 6.1. The NVIDIA RTX 3060 GPU has
12 GB GDDR6 memory, which features six 2 GB GDDR6
Ball Grid Array (BGA) chips connected via a 192-bit bus
with 32-bit per chip. Each chip implements two independent
16-bit channels, with each channel comprising 16 banks.
Consequently, the GPU contains a total of 192 memory
banks (NB = 6 × 2 × 16 = 192). Similarly, the NVIDIA
RTX A6000 is equipped with 48 GB of GDDR6 memory
distributed across twenty-four 2 GB BGA chips. Physically,
each chip contains two independent channels, with 16 banks
per channel, yielding a total of 768 memory banks (NB =
24× 2× 16 = 768).

As shown in Figure 4, we assume that each row stripe
(e.g., 768 KB for the RTX 3060 and 1536 KB for the
RTX A6000) occupies a contiguous region of physical GPU
memory. This assumption is consistent with prior work [29],
which implicitly assumes a linear mapping between phys-
ical addresses and successive row IDs. Under this model,
as the physical address increases, the corresponding row ID
increases monotonically.

To further illustrate the accessibility of aggressor rows,
we first use the NVIDIA RTX 3060 as an example, whose
row stripe layout is shown in Figure 4a. Suppose the fourth
row stripe (green) contains the vulnerable bit. During the
memory massaging step, the attacker must release all 2 MB
pages, making it impossible to construct aggressor patterns
involving the fifth row stripe (white), thereby preventing
effective double-sided Rowhammer. However, the attacker
can still control 512 KB of the third row stripe (red), so
single-sided Rowhammer remains possible. For the NVIDIA
RTX A6000 (row stripes shown in Figure 4b), we assume
that the vulnerable bit resides in the third row stripe (red),
specifically within the 1024 KB portion of the second 2 MB
page that will be released. In this case, the preceding row
stripe (green) has 512 KB located in the first 2 MB page,
while the following row stripe (purple) is fully contained



within the third 2 MB page. As a result, the attacker can still
construct double-sided aggressor patterns using these two
row stripes.

Appendix C.
GPU Models

TABLE 3: GPU models and memory specifications.

GPU Model DRAM Size DRAM Type DRAM Vendor
RTX 3060 12 GB GDDR6 Samsung
RTX 3080 10 GB GDDR6X Micron
RTX 4060 8 GB GDDR6 SK Hynix
RTX 4060 Ti 8 GB GDDR6 Samsung/SK Hynix
RTX 5050 8 GB GDDR6 Samsung
RTX A6000 48 GB GDDR6 Samsung

Appendix D.
Exploitation

Listing 1 lists all root-owned SUID programs on Plat-
form A. Listing 2 is our shellcode.

Listing 1: Setuid root programs
/usr/bin/gpasswd; /usr/bin/su; /usr/bin/chfn;
/usr/bin/mount; /usr/bin/chsh; /usr/bin/umount;
/usr/bin/newgrp; /usr/bin/fusermount3; /usr/bin/passwd;
/usr/bin/sudo; /usr/bin/pkexec;
/usr/libexec/polkit-agent-helper-1; /usr/sbin/pppd;
/usr/lib/dbus-1.0/dbus-daemon-launch-helper;
/usr/lib/snapd/snap-confine;
/usr/lib/openssh/ssh-keysign; /usr/lib/xorg/Xorg.wrap

Listing 2: Shellcode
xor edi, edi /* 0 */

/* call setreuid(’rdi’, ’rdi’) */
push SYS_setreuid /* 0x71 */
pop rax
mov rsi, rdi
syscall
/* execve(path=’/bin///sh’, argv=[’sh’], envp=0) */
/* push b’/bin///sh\x00’ */
push 0x68
mov rax, 0x732f2f2f6e69622f
push rax
mov rdi, rsp
/* push argument array [’sh\x00’] */
/* push b’sh\x00’ */
push 0x1010101 ˆ 0x6873
xor dword ptr [rsp], 0x1010101
xor esi, esi /* 0 */
push rsi /* null terminate */
push 8
pop rsi
add rsi, rsp
push rsi /* ’sh\x00’ */
mov rsi, rsp
xor edx, edx /* 0 */
/* call execve() */
push SYS_execve /* 0x3b */
pop rax
syscall

Appendix E.
GeForge Fuzzer and Bit Flips

Algorithm 1 illustrates the workflow of our Fuzzer. Ta-
ble 4 summarizes the bit flips observed across 72 banks on

the RTX 3060 GPU, while Table 5 covers the bit flips for 94
banks on the RTX A6000 GPU. On both tables, each entry
represents the total number of bit flips found in a single bank.

Algorithm 1 Workflow of GeForge Fuzzer.
Require: rounds
1: for each i = 1 to rounds do
2: Reserve a large chunk of GPU memory with cudaMalloc().
3: Select the target bank randomly.
4: Select a hammering pattern type, either vanilla or non-uniform. For

the non-uniform pattern, choose X , A, and ϕ.
5: Select n aggressor rows with W warps and T threads.
6: Select data pattern pairs from 0xFF/0x00 and 0x55/0xAA.
7: Generate d, the distance between two aggressor rows, and

group_step, the distance between the starting row IDs of two
groups of aggressor rows.

8: Load the mappings for the target bank and parse max_rows as the
number of rows in the bank.

9: Compute sweep offsets sweep_offsets← 0 : group_step :
max_rows.

10: for each sweep start s in sweep_offsets do
11: Select the aggressor row set S← { s+i·d | i = 0, . . . , n−1 }
12: Select victims V← {min(S)− 2, . . . ,max(S) + 2} \ S
13: for r = 1 to 5 do
14: Initialize the rows in S and V with chosen data patterns,

e.g., 0xFF for rows in S and 0x00 for rows in V.
15: Assemble the hammering pattern with aggressor rows in

S as Section 5.1 describes, then execute the hammering
pattern.

16: Evict the L2 caches.
17: Read all chunks from rows in V and compare with the

original data pattern.
18: Append deviations (virtual address, expected pattern, ob-

served pattern, row ID) to log.
19: end for
20: end for
21: Release the allocated GPU memory and introduce a brief delay to

allow the GPU to process the deallocation.
22: end for

TABLE 4: Bit flips per bank on RTX 3060 (1,171 bit flips on 72
banks).

4 2 5 5 21 40 12 12 19 3 9 7 19 8 21 16 9 4
11 10 18 47 23 12 16 19 5 8 20 5 25 13 7 20 12 9
44 19 23 33 21 35 15 26 19 16 46 26 27 42 19 31 15 27

2 10 14 8 7 8 17 24 16 16 22 10 12 20 1 1 1 2

TABLE 5: Bit flips per bank on RTX A6000 (202 bit flips on 94
banks).

7 3 1 3 1 1 2 3 4 1 3 2 1 2 1 2 1 3 1 1
1 7 11 2 1 1 2 11 6 2 3 4 2 3 2 4 1 4 2 1
1 1 1 4 1 1 3 2 1 1 2 2 5 1 1 1 2 3 1 2
2 3 2 5 1 2 1 1 1 3 1 3 2 1 1 2 1 2 1 1
4 1 1 1 1 1 1 1 1 1 1 1 1 1



Appendix F.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

F.1. Summary

This paper presents GeForge, an end-to-end
Rowhammer-based attack targeting modern NVIDIA GPUs
equipped with GDDR6 memory. The paper demonstrates
that carefully engineered hammering patterns can induce
bit flips in GPU memory structures, including GPU page
tables, and that these bit flips can be exploited to obtain
arbitrary read and write access to GPU physical memory.
Leveraging a specific page table entry (PTE) feature—the
aperture field—the attack further enables GPU access to
host CPU memory, thereby breaking isolation between GPU
and host.

Building on these primitives, the paper demonstrates a
sequence of downstream exploits, including cross-context
GPU memory access, manipulation of victim GPU work-
loads, and ultimately a host privilege escalation that results
in root access on a Linux system. The paper claims three pri-
mary contributions: (i) inducing higher bit-flip rates on GPUs
than prior GPU Rowhammer work, (ii) introducing new ex-
ploitation techniques that leverage GPU page table semantics
to bridge GPU and CPU memory, and (iii) demonstrating
practical, end-to-end exploitation scenarios that show the se-
curity implications of GPU Rowhammer attacks.

F.2. Scientific Contributions

• 1. Independent Confirmation of Important Results with
Limited Prior Research.

• 4. Addresses a Long-Known Issue.
• 5. Identifies an Impactful Vulnerability.
• 6. Provides a Valuable Step Forward in an Established

Field.

F.3. Reasons for Acceptance

1) The paper provides independent confirmation of im-
portant results with limited prior research, building on
GPUHammer from Lin et al.

2) The paper addresses a long-known Issue, demonstrating
that Rowhammer is a serious threat to GPU systems.

3) The paper identifies an impactful vulnerability, espe-
cially in demonstrating a pivot from GPU memory to
the attached host.

4) The paper provides a valuable step forward in an estab-
lished field, especially in showing that so many more
GPU DDR6 bits are flippable.

F.4. Noteworthy Concerns

1) The attack, while impressive, is performed with ECC
and IOMMU disabled. Enabling either may signifi-
cantly complicate the most powerful attack variant that
escalates privilege to the host.

2) The attack was performed in a desktop-class system,
which is often single-tenant. In a single-tenant system
the privilege escalation capability is not as consequen-
tial.
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